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The rights to human dignity, respect 
for private and family life and data 
protection are among the pillars of 
the EU Charter of Fundamental Rights.

Data processing methods and technologies should  fully 
respect the dignity and rights of the individual!



Regulation 1291/2013 establishing 
Horizon 2020

'All the research and innovation activities carried 
under Horizon 2020 shall comply with ethical 
principles and relevant national, Union and 
international legislation, including the Charter of 
Fundamental Rights of the European Union and the 
European Convention on Human Rights and its 
Supplementary Protocols.'

Article 19 "Ethical Principles"

Ethics in H2020: Main 
principles and legislation



Article 19 "Ethical principles"

Particular attention shall be paid to:

• the principle of proportionality; 
• the right to privacy;
• the right to the protection of personal data;
• the right to the physical and mental integrity of a person;
• the right to non-discrimination; 
• the need to ensure high levels of human health 

protection.

Ethics in H2020: Main 
principles and legislation



 Research aimed at human 
cloning;

 Research intended to modify the 
genetic heritage of human 
beings which could make such 
changes heritable;

 Research intended to create 
human embryos solely for the 
purpose of research or for the 
purpose of stem cell 
procurement.

Ethics in H2020: Main 
principles and legislation

 Research and 
innovation activities 
with exclusive focus 
on civil applications;

Article 19 "Ethical principles"



Art 19.4: Human Stem Cells

“Research on human stem cells, both adult and
embryonic, may be financed, depending both on the
contents of the scientific proposal and the legal
framework of the Member States involved. No funding
shall be granted for research activities that are
prohibited in all the Member States. No activity shall
be funded in a Member State where such activity is
forbidden.”

Ethics in H2020: Main 
principles and legislation



Compliance with ethics principles is also 
prescribed by Article 34 of the Grant 

Agreement

The beneficiaries must carry out the action in 
compliance with:
(a) ethical principles (including the highest 
standards of research integrity — and
(b) applicable international, EU and national law.

Ethics in H2020: Main 
principles and legislation



'The Commission shall systematically carry out ethics reviews for 
proposals raising ethical issues. That review shall verify the respect of 
ethical principles and legislation and, in the case of research carried out 
outside the Union, that the same research would have been allowed in a 
Member State.' Article 14 - Regulation 1290/2013

Ethics in H2020: Main 
principles and legislation



3 Steps:

1. Ethics Self-Assessment (preparation phase: by the 
applicant)

2. The Ethics Review (before the finalisation of GA:by
ethics experts)
i) An Ethics Pre-screening/Screening; 
ii) An Ethics Assessment.

3. The Ethics Checks (for selected projects, after the 
signature of the GA: by ethics experts)

The ethics appraisal process



The applicants must:
 Identify all potential

ethical issues (Part A);
 Handle all ethics aspects

of the proposal;
 Explain in sufficient detail

how the ethics issues will
be addressed (Part B).

All applications should be 
‘Ethics Ready’!

Step 1: Self- assessment

Part A, Section 4 ‘Ethics Issues 
Table’ :

1. Human embryo/foetuses
2. Human beings
3. Human cells/tissues
4. Personal data
5. Animals
6. Non-EU countries
7. Environment, health & 

safety
8. Dual-use 
9. Exclusive focus on civil 

applications
10. Misuse
11. Other ethics issues 



Applicants’ Ethics Self-assessment 
For all proposal an Ethics Issues Table (EIT) must be completed 
and if at least one issue is signalled the applicants must: 
i) Describe how the proposal meets the national legal and ethical
requirements of the country(ies) where the tasks raising ethical issues will
be performed and provide a copy of any already obtained ethics
committee opinion, required notification or authorisation.

ii) Discuss in detail how the ethics issues identified in the Ethics Issues
Table, will be addressed in particular in relation to:
- the research objectives per se (e.g. study of vulnerable populations,
dual use, etc.)
- the research methodology (e.g. clinical trials, involvement of
children and related consent procedures, protection of data collected etc.)
- the potential impact of the research (e.g. questions related to dual
use, environmental damages, population stigmatisation, political or
financial retaliation, benefit sharing, malevolent use, etc.).



What the researchers should do:

"…. We invite you actively to seek advice from colleagues 
with expertise in the ethics of research: specialised 
ethics departments, relevant managers in your 
university/research organisation, hospital research ethics 
committees, ethics advisors in your company, data 
protection officers, etc. They will be able to provide you 
with the necessary information targeted at your specific 
needs and legal environment."



What the researchers should do:

"Start thinking (and discussing) about ethics 
while designing your research protocols. Do 
not wait until the last minute to seek advice or 
check what is required under national and 
European legislation."

(this is what some of our RRI researchers call 
"reflexivity" and actually goes beyond ethics 
compliance)



What the researchers should do:

"Consider that ethics issues arise in many areas of research. 
Apart from the obvious, the medical field, research protocols 
in social sciences, ethnography, psychology, environmental 
studies, security research, etc. might involve the voluntary 
participation of research subjects and the collection of data that 
might be considered as personal. You must protect your 
volunteers and also protect yourself (and your researcher 
colleagues)."



Research involving
Humans

Data Protection

Common Ethics Issues

 Vulnerable groups;
 People unable to give

informed consent;
 Informed consent;
 Incidental findings;

 Data collection, storage, 
management and 
destruction;

 Big data, research using 
Social Media Platforms;

 Sensor and Wearable 
technologies;

 Informed consent;
 Secondary use.



Research involving Humans

Common Ethics Issues

 For observational studies in completely public environment might 
not require consent, but researchers have to demonstrate that their 
study would in no way alter the usual behaviour of those under 
scrutiny and that their privacy would be respected;

 Covert observations: should only proceed if there is a clear benefit 
of the research AND when no other research approach seems 
possible AND when it is reasonably certain that no one will be harmed 
or suffer as a result of the research;

 Deception: obligatory explanation to the participants (by the end of 
the study). Mandatory approval of the competent Research Ethics 
Committee;

 Oral consent possible in limited cases. Must be approved by 
competent Research Ethics Committee;

 Overriding confidentiality agreements is necessarily in specific 
cases;



Protection of Personal Data

"‘personal data’ means any information relating to an identified or 
identifiable natural person (‘data subject’); an identifiable natural 
person is one who can be identified, directly or indirectly, in 
particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to 
one or more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity of that 
natural person"Art 4(1) Regulation 2016/679

Ethics Issues



Part A

If ‘yes’ for any 
questions, 
ethics self-
assessment to 
be completed 
in Part B!

The ethics appraisal process



Ethics Panels are risk averse!

The ethics appraisal process



Ethics panels are Risk averse!

… their task is to help the researcher perform the research AND help 
them learn about ethics AND ,of course, protect the researchers, 
the research subjects , the environment, the animals used for 
research purposes……

A incomplete or rushed self assessment will lead to a  
ethics review report that will try to cover all bases…



Proposal rejected on 
ethical grounds

Assessment

Requirements to be 
implemented

ScreeningPre-
screening

Proposal passes 
the scientific 
evaluation

Proposal receives 
ethics clearance

NO ethics 
issues

Ethics issues 
well addressed 
and documents 

provided 

Proposal receives conditional 
ethics clearance

negative  
ethics 

opinionEthics issues

Critical ethics issues
(additional information 

might be necessary)

Ethical issues  
partially addressed

Step 2: Ethics Review



Ethical vs Legal



Data Protection

What type of data should be protected?

 Any type of data from which an individual can be 
identified;

 Special attention should be given to : sensitive 
personal data (health, sexual lifestyle, ethnicity, 
religion, political opinions etc.);

• The secondary use of data that is not publicly available 
should be authorised!



ata Management Plan

• PLAN. Includes information on:

 the handling of research data during and 
after the end of the project; 

 what data will be collected, processed 
and/or generated;

 which methodology and standards will be 
applied;

 whether data will be shared/made open 
access and how data will be curated, 
preserved and/or destroyed (including 
after the end of the project). 



Data Protection and 
Management

 Details on the procedure for data collection, storage, 
protection, transfer, destruction;

 Details on data safety procedures;
 Notifications/authorisations or opinions of the Data 

Protection Authority/Officer ;
 Authorisations for the transfer of data to countries 

outside the EU and not offering adequate protection
 Informed consent forms, information sheet.

Examples of Ethics requirements



Impact of the GDPR 

• Strengthening the rights of the individuals through:

 the need for the individual's clear consent to the 
processing of personal data;

 easier access by the subject to his or her personal data;
 the rights to rectification, to erasure and 'to be 

forgotten';
 the right to object, including to the use of personal data for 

the purposes of 'profiling';
 the right to data portability from one service provider to 

another.



 The opinion/notification/authorisation of 
the Data Protection Officer/ National 
Data Protection Authority should be 
sought prior to the commencement of 
the relevant activities.

Data Protection 

 Deploying risk based approach: The 
documents must be kept on file and be 
submitted upon request to the 
Commission/Agency.



Protecting privacy

Digital Profiling 

 Special attention should be paid to research/technologies 
which collect personal data for profiling purposes. 

 In some cases, profiles used to predict people's behaviour 
risk stigmatisation, reinforcing existing stereotypes, social 
and cultural segregation and exclusion.

Avoiding discrimination and 
stigmatisation

Towards New Digital Ethics. Data, 
Dignity and Technology
Opinion 4/2015, European Data 
Protection supervisor



Protecting privacy

Online activity tracking

 In many cases  ‘big data’ should be considered personal 
even where anonymisation techniques have been applied as 
it is easy to infer a person's identity by combining allegedly 
‘anonymous’ data with other datasets including publicly 
available information for example on social media.

 Data can be abused, can lead to stigmatisation or can be 
traded and used for commercial purposes.

Avoiding discrimination and 
stigmatisation

Towards New Digital Ethics. Data, 
Dignity and Technology
Opinion 4/2015, European Data 
Protection supervisor



Protecting privacy

Ambient and Invisible 
Computing

It should be clear who is responsible for 
the purpose and means of processing of the 
personal data involved in ambient 
computing applications, not only for 
protecting individuals' fundamental rights 
but also for appropriate allocation of liability 
for ensuring respect for overall system 
security requirements. 

Avoiding discrimination and 
stigmatisation

Towards New Digital Ethics. Data, 
Dignity and Technology
Opinion 4/2015, European Data 
Protection supervisor



Informed consent

Any research which involves human participants (directly or 
via online media) and uses or collects personal data must be 
prior authorised by the participants!

Vulnerable groups require extra protection!



• 2 types of Informed consent

 Informed consent form and information sheet for the 
participation of humans;

 Informed consent form and information sheet for the data 
management;

Explicit and 
written

Comprehensive

Given freely
Easy to 
understand

Informed consent



Informed consent

In addition to the general requirements for informed consent, 
additional safeguards should be applied if vulnerable groups are 
involved. These may comprise of:

 Children;
 Incapacitated adults unable to give informed consent;
 Illiterate population;
 Population that is vulnerable due to its economic 

status(participants from developing or emerging economy 
countries), political or religious believes etc.

Vulnerable groups



Informed consent

• Observation of people in completely public 
environment might not require consent

BUT 
researchers have to demonstrate that their study would 

in no way alter the usual behaviour of those under 
scrutiny and that their privacy would be respected.

Example: Use of sensor technologies for research in places such as 
schools, offices, living quarters needs authorisation in case the 
participants can be identified  directly or indirectly!



Ethics issues in social sciences 
research

• The ethics appraisal indicates 
that there is a lack of awareness 
of  how one should deal with 
ethics issues in SSH research 
• proposals. 
• Traditionally, research ethics 
guidelines and review processes 
have been designed to address 
ethics issues stemming from the 
biomedical sciences.
• Often no clear guidance and 
ethics review process available 
for SSH research.



Ethics issues in SSH

• However SSH may raise ethics issues regarding 
(among others):

• The participation of volunteers
• Data protection
• Research performed in non-EU countries
• Misuse



Ethics issues in SSH

• What happens when there is no proper structure to provide 
authorizations/approvals in the institution performing SSH 
research? 

• Based on the principle of proportionality and according to 
practice, an ethics opinion may be given, for example, by:

• The University committee of the co-ordinator
• The University committee of another research partner
• Approval from a relevant authority in the country (if applicable)
• Ethics review by the European Commission

• Researchers are bound to act ethically independently of obtaining 
an ethics approval



Following the conclusion of the Ethics Review at the
initiative of the Ethics Experts, an Ethics Check can
be undertaken, during the lifetime of the project.

When are Ethics Checks requested? 

o For projects raising complex or difficult ethics
issues;

o Documents provided are unsatisfactory;
o Compliance with ethics requirements needs to be

checked during the implementation;
o For issues related to breaches of research integrity,

in particular scientific misconduct.

Ethics check



Non-EU Countries
• Research conducted in non-EU countries are activities

completed in part, or wholly in a non-EU country; 

OR

• Participants or resources come from a Non-EU country.

Ethics concerns may include:

• Exploitation of research participants or local resources;

• Risks to researchers and staff; or

• Research is conducted that is prohibited in the EU.

Ethics Issues



Non-EU Countries

Do the research-related activities undertaken in 
these countries raise any potential ethics issues?

Activities involving:
 Use of local resources
 Import/export of materials (including personal 

data)
 Benefit sharing

Ethics Issues



Non-EU Countries: what may be 
required

 Ethics Approvals and other authorisations or notifications; 
 Material Transfer Agreements;
 Export Authorizations;
 Details on activities carried out in non-EU countries ;
 Type of local resources to be used; 
 Type of materials or data to be exported/imported;
 Benefit sharing measures (for low and/or lower-middle 

income countries);
 Safety measures. 

Ethics Issues



Non-EU Countries

The applicants must confirm that the proposed research is
compatible with EU and International legislation and could
have been conducted legally in an EU Member State.

This compatibility can be confirmed by an appropriate EU local
or national ethics structure. If applicants state that there
are no such structures to give an ethics opinion for the
proposal, the conclusions of the Ethics Review organised by
the European Commission will be the binding opinion.

Ethics Issues



Ethics Issues in non-EU countries

Research in non-EU countries:
 Research activities are conducted, partially or wholly in a 

non-EU country;
 Participants or resources come from a non-EU country

Being outside the reach of European laws and standards, such 
research can raise specific ethics issues (particularly in 
developing countries) such as:

• Exploitation of research participants;
• Exploitation of local resources;
• Risks to researchers and staff;
• Research that is prohibited in the EU.



Information to be provided: 
• Details on activities carried out in non-EU countries
• Type of local resources to be used 
• Type of materials or data to be exported/imported
• Benefit sharing measures (for low and/or lower-middle 

income countries)
• Safety measures
Documents to be provided (if applicable):
• Ethics Approvals and other authorisations or notifications
• Material Transfer Agreements
• Export Authorizations

Ethics Issues in non-EU countries



Ensuring Compliance of third countries 
with EU legislation

"Activities carried out in a non-EU country must comply 
with the laws of that country AND be legal in at least 
one EU Member State." Grant Agreement

The beneficiaries must confirm in the ethics self-
assessment section of their proposal that this condition 
is met. 



Dual use 

Does the research involve dual-use items within the meaning of
Regulation 428/2009 or other items for which an autorisation is
required?

Directive 428/2009 describes these as items normally for civilian
purposes but potentially having military applications or which may
contribute to the proliferation of weapons of mass destruction:

Art 2(1): "Software and technology which can be used for both civil and
military purposes and shall include all goods which can be used for
both non-explosive uses and assisting in any way in the manufacture of
nuclear weapons or other nuclear devices."



Dual use: what may be required

 Copies of ethics opinions
 Copies of security clearances (if necessary for classified research)
 The inclusion of security expertise in research
 Restrict access to certain deliverables/results
 Training for staff



Misuse

 What might happen if the materials/methods/technologies
and knowledge involved or generated ended up in the
wrong hands and could result in harm to humans, animals
or the environment?

 Could the materials, methods, technology or knowledge
involved be modified or enhanced for malevolent use?

 Could the materials, methods, technologies or knowledge
involved or generated by the research serve purposes other
than those intentended? If so, could such use be unethical?

 Could the technology be used to curtail human rights or 
civil liberties?

 Could the research be misused to stigmatise, discriminate
against, harrass or intimidate people?



Misuse: what may be required

 Copies of ethics opinions;
 Classification of certain deliverables;
 Limit the dissemination of search results;
 Evidence of training for staff.

Ethics Issues



Misuse

Dual use (Directive 428/2009): Items normally for
civilian purposes but potentially having military
applications/may contribute to the
proliferation of weapons of mass destruction
Examples of information to be provided:
what good/information may need export licences; how
to ensure compliance with national, EU and international
legislation; how to avoid negative implications
Examples of documents to be obtained:
Export authorizations/licences

Ethics Issues



Misuse
Misuse: Research that is carried out with benign intentions
but has the potential to harm humans, animals or the
environment.
What would happen if the materials/methods/technologies and
knowledge involved or generated ended up in the wrong
hands?

Examples of information to be provided:
 Risk assessment; details on plan to prevent misuse
Examples of documents to be obtained: 
 Authorizations (if required); Security Clearances (if 

applicable); Ethics Approvals (if applicable)
Even though the risk of misuse of research can never be 

eliminated, it can be minimised by recognising risks in time 
and taking precautions.

Ethics Issues



RESEARCH INTEGRITY

in Horizon 2020 

Legal Framework



Research Integrity



EUROPEAN CODE on Research Integrity

A companion for all research managers and 
administrators !

http://ec.europa.eu/research/participants/d
ata/ref/h2020/other/hi/h2020-
ethics_code-of-conduct_en.pdf



Rules for participation
Recital 9

REGULATION (EU) No 1290/2013 of the
European Parliament and of the Council of
11 December 2013 laying down the rules
for participation and dissemination in
"Horizon 2020 - the Framework
Programme for Research and Innovation
(2014-2020)" and repealing Regulation
(EC) No 1906/2006

Recital 9 

Actions which fall within the
scope of this Regulation should
respect fundamental rights ...
Such actions should be in
conformity with any legal
obligation … as well as with
ethical principles, which
include avoiding any breach
of research integrity.

Research Integrity is mentioned
in the Regulation. The Rules of
Participation clarify the
relationship between ethical
principles and research integrity.



ARTICLE 34 , H2020 Grant Agreement

ETHICS AND RESEARCH INTEGRITY
34.1
Obligation to comply with ethical and research integrity 
principles
The beneficiaries must carry out the action in compliance with:
(a) ethical principles (including the highest standards of 
research integrity)
and 
(b) applicable international, EU and national law. 



Help is on the way!

MUST READ AND USE:
"How to complete your ethics self-assessment"
http://ec.europa.eu/research/participants/data/ref/h2020/gra

nts_manual/hi/ethics/h2020_hi_ethics-self-assess_en.pdf

Ethics help desk
RTD-ETHICS-REVIEW-HELPDESK@ec.europa.eu

http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-self-assess_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-self-assess_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-self-assess_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-self-assess_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-self-assess_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-self-assess_en.pdf�


HELP is on its way !

3. Civilian Focus/misuse/dual use
Guidance note: Research focusing exclusively on civil applications, available online at: 
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-civil-
apps_en.pdf

Guidance note: Research involving dual use items, available online 
at: http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-dual-
use_en.pdf

Guidance note: Potential misuse of research results, available online 
at: http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-
misuse_en.pdf

http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-civil-apps_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-civil-apps_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-civil-apps_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-civil-apps_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-civil-apps_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-dual-use_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-dual-use_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-dual-use_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-dual-use_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-dual-use_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-misuse_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-misuse_en.pdf�
http://ec.europa.eu/research/participants/data/ref/h2020/other/hi/guide_research-misuse_en.pdf�


Excellent site to use - as most of the proposals that 

raise ethics issues also need to address data protection :

General:
http://ec.europa.eu/justice/data-protection/

Data protection Bodies
http://ec.europa.eu/justice/data-protection/bodies/index_en.htm



THANK YOU 
FOR YOUR ATTENTION! 
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