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Spiru Haret University short presentation

According to Act 443 of July 5, 2002 Spiru Haret University is a “higher education institution of
private right and public utility, part of the national education system”. Spiru Haret University states
its academic autonomy and private property as guaranteed by Romanian Constitution.

In October 2013, Spiru Haret University has been the recipient of the ”Human Resources
Excellence in Research” logo awarded by DG Research & Innovation of the European Commission.

"Spiru Haret" University obtained the quality management system certification, which certifies the
fulfillment of the requirements of the SR EN ISO 9001: 2008 standard for the fields of activity of
bachelor and master higher education, scientific research, management quality, training and
professional development of adults, project management and audit.
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GDPR at Spiru Haret University

Spiru Haret University Code of Ethics and Profesional Deonthology

SECTION 1 General provisions

Article 2 (2) Good conduct in didactic and research activities excludes, according to the law:

k) non-registration and / or non-recording of data and results, as well as erroneous recording and / or 
storing; 

o) non-compliance with confidentiality requirements. 

Article 3. For the purposes of this Code, the following terms are defined as follows:

f) confidentiality - keeping secret of ongoing or recently completed scientific research, project 
evaluation, as well as the person suspected of fraud and the person making the complaint; 
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GDPR at Spiru Haret University

Spiru Haret University Code of Ethics and Profesional Deonthology

SECTION 1 General provisions

Art. 6. The basic principles underlying the activity of higher education and research are, according to the law, to 
be supplemented by mandatory rules, established at national and international level, regarding: 

g) the protection of personal data, including genetic data;

Art. 11. The University Ethics Commission has, according to the law, the following attributions: a) to analyze 
and solve the deviations from university ethics, based on complaints or self-examination;

Art. 12 (1) Any person from the University or outside the University may refer to the university ethics
committee deviations committed by members of the university community.
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GDPR at Spiru Haret University

• Preparing the implementation of General Data Protection Regulation, Spiru Haret University has
adopted R-54 Regulation on the use of Spiru Haret University Computer Network (SHU). This
regulation is ment to better define the rights and obligations of the users of Spiru Haret University
Computer Network.

• R-54 contains a series of annexes meant to  clearly define the persons who are entitled to receive 
access to our computer network and the extend of the access granted 
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GDPR at Spiru Haret University

Spiru Haret University has created a dedicated webpage with information about GDPR:

https://gdpr.spiruharet.ro/

The main sections are:

• About DGPR

• General rules

• Confidentiality

• Access and change

• GDPR Dictionary

• GDPR in the press

• Cookie policy
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About DGPR

• Strategy

Being in compliance with GDPR is a continuous process. To this end, a transversal project was 
launched in the USH to implement current legislation requirements and to ensure the 
achievement of the common goal at university level: GDPR compliance.
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• Strategy

Aspects that are tracked with priority:

 Strategy, governance and responsibility for implementing the GDPR Regulation;

 Completion of existing processes for the processing of personal data by implementing a new mechanism   
for  obtaining consent, as well as defining concrete processes for easier implementation of the rights of the 
data subject (right of access, modification and deletion);

 Management of partners empowered to process personal data on behalf of USH;

 Details of the response process to security incidents related to personal data;

 Development of new work processes and implementation of technical solutions dedicated to the    
protection of personal data;

 Reassessing and implementing policies on personal data retention, in accordance with legal requirements,   
student / employee/research subject consent, and USH's legitimate interest;

 Data portability process.



GDPR at Spiru Haret University

 
TN1302: BESTPRAC 

 

• Action plan

In order to comply with the GDPR regulations, the following actions will take place at the USH level:

 Launching GDPR training, which addresses all USH employees;

 Preparing  teaching and non teaching personnel and assisting in obtaining student / employee 
/research subject consent, in line with the new GDPR requirements;

Creating new functions, such as Data Protection Officer at institutional level and responsible for 
data protection at faculty level, who will ensure that personal data is processed safely;

Adopt new measures and strengthen existing ones to protect the personal data of students and 
USH employees.
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Processing  data safely

In order to safely process the personal data of our students / employees, it should 
be noted that they can not be disclosed to anyone other than the individual or its 
empowered person.

Examples of personal data not to be disclosed to third parties:

• personal data: CNP, address, gender, age, student / employee name, contact 
details or email address of a particular person, etc .;

• data relating to the school or financial situation or any other personal 
information;

• any other data provided by students / employees that exists in our database.
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GDPR Rules for Employees

Regardless of the department in which you work or function, it is highly probable that in your work you will 
process personal data of students / employees (individuals), representatives of suppliers or corporate 
clients, colleagues, etc.

Any such processing must be done responsibly and strictly following the rules established at the institution 
level, which are aligned with the new regulation (GDPR).

To be consistent with GDPR, some good practice rules must be taken into account:

• do not contact students or prospective students to offer study or product offerings other than in accordance  
with institution-approved processes.

• contact only students who have given their consent to the processing of personal data for this purpose or 
for  which there is a legal obligation or legitimate interest approved and communicated within the processes 
conducted at the institution level;
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GDPR Rules for Employees

• observe policies and working instructions within the institution.

• access or search for personal data of students/employees, or research results data only
for a valid reason and only related to the activity of the institution, limiting you only to
the data you need and ensuring the security of these visits at all times;

• provide information about your student's/employees personal data or research results
data only after you have ensured that the applicant is entitled to receive it (it is the
holder or authorized person);

• make sure you do not leave documents that contain personal data on your desk or
anywhere else that can be accessed by unauthorized people.

• do not tell anyone your user and your passwords in various applications.

• do not hesitate to review the rules that will help you better understand what it means to
be in line with GDPR.
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Risks

GDPR is not a set of optional rules but has the power of a law, which is mandatory in all EU Member 
States. If a USH employee violates the privacy policy, especially if this is done intentionally, it may 
suffer serious consequences such as:

• Disciplinary liability: The abusive processing of personal data as a guilty constitutes serious 
disciplinary    offense, which can be sanctioned even with the disciplinary dissolution of the 
individual labor contract;

• Material liability to USH as an employer for damages (fines, litigation with rights holders, loss of 
image, etc.)  that USH might suffer from the misuse of personal data;

• Direct civil liability of the employee to the person to whom the rights have been violated in 
connection with  the processing of his or her personal data;

• Criminal liability, when the intentional violation of the rights of persons becomes a serious 
interference in its private life and constitutes the elements of a crime.
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• Your data

As with our students and any other personal data holder, employee personal data is treated with 
the same priority and attention. The data accessed by USH is safe and protected by both existing 
privacy policies at the institution level and mandatory for all employees, as well as by the terms 
contained in the privacy statement attached to the individual employment contract and by the 
new set of rules imposed by GDPR.
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Your data

Your personal data provided as an employee is processed:

• For legal purposes, to fulfill any rights and obligations arising from the employment relationship (consent is not necessary, and 
some of your rights may be limited - such as the right to request removal);

• For purposes for which USH, as an employer, justifies a legitimate interest (also, consent is not necessary, and some of your rights 
may be limited);

• Based on your prior consent, for purposes that go beyond legitimate interest or legal obligations.

• Any processing of your personal data as an employee is done with the same strictness and responsibility as any other personal
data holder, and the GDPR principles are applied in the same way.

You also benefit from the same rights that personal data holders have in their relationship with USH as an employer.

With the entry into force of the regulation on 25 May 2018, it is important to know that ensuring the USH's objective of complying 
with the GDPR is both a permanent effort and a joint responsibility.

For any information or concerns, please contact us at bb@spiruharet.ro

mailto:bb@spiruharet.ro
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National legislation

According with Law no. 190 of 18 July 2018 on the implementation of Regulation (EU) 2016/679 of the European Parliament and of the 
Council of 27 April 2016 on the protection of individuals with regard to the processing of personal data and on the free movement of such 
data; and repealing Directive 95/46 / EC (General Data Protection Regulation)

CHAPTER III: Derogations

Article 7: Processing of personal data for journalistic purposes or for the purpose of academic, artistic or literary expression
In order to ensure a balance between the right to protection of personal data, freedom of expression and the right to information, 
processing for journalistic purposes or for academic, artistic or literary expression, may be made if it concerns personal data that have been 
made public by the data subject or which are closely related to the person's public status or to the person the public nature of the facts in 
which it is involved, by way of derogation from the following chapters of the General Data Protection Regulation:
a) Chapter II - Principles;
b) Chapter III - Rights of the data subject;
c) Chapter IV - Operator and person authorized by the operator;
(d) Chapter V - Transfers of personal data to third countries or international organizations;
e) Chapter VI - Independent Supervisory Authorities;
f) Chapter VII - Cooperation and Coherence;
(g) Chapter IX - Provisions relating to specific processing situations.
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National legislation

Article 8: Processing of personal data for purposes of scientific or historical research, for statistical purposes or for 
purposes of archiving in the public interest
(1) The provisions of art. 15, 16, 18 and 21 of the General Data Protection Regulation do not apply where personal data 
are processed for scientific or historical research purposes, in so far as the rights referred to in those articles are such as to 
render impossible or to seriously affect the achievement of the specific goals, and the respective exemptions are 
necessary for the achievement of these purposes.

(3) The derogations provided for in paragraph (1) and (2) shall be applicable only subject to the existence of adequate 
safeguards for the rights and freedoms of the data subjects referred to in Art. 89 par. (1) of the General Data Protection 
Regulation.
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General rules to be in compliance with GDPR:

• Get informed

We invite you to carefully browse all sections of the GDPR dedicated website to understand what 
the new regulation requires.
Also, constantly check, even after May 25, 2018, the dedicated web page, as the GDPR obligations 
are permanent and the rules can be updated periodically
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GDPR at Spiru Haret University

General rules to be in compliance with GDPR:

• Ask for help

Whenever you have concerns about the rules posted or are not sure about the right solution in a 
particular data processing situation, ask for help from your contact person within your 
department or at bb@spiruharet.ro.
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GDPR at Spiru Haret University

General rules to be in compliance with GDPR:

• Be permanently responsible

The expectations of those you process the data are very high, as well as those of the university, so 
make sure you do not lose sight of the importance of data processing security. Never start from 
the premise that a security incident can not occur with data processing, but apply all the 
measures communicated so that the security level of the data processing is maximal.
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GDPR at Spiru Haret University

General rules to be in compliance with GDPR:

• Redirect any requests received from data owners

Even if you are not in one of the support functions or in the GDPR implementation team, if you 
receive a request from personal data holders, which can be easily recognized as a request for 
processing this data (access request, opposition, modification, deletion or portability of data), 
direct it immediately to the person responsible for the GDPR at your department level. Read 
carefully the Dictionary of Terms on the website to easily recognize such a request.
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GDPR at Spiru Haret University

General rules to be in compliance with GDPR:

• Report any security incident immediately

If you find that an incident involving the processing of personal data (deletion, alteration, 
evasion, loss of physical or electronic data) has occurred, do not try to hide or resolve it. Report 
this immediately to the person responsible for the GDPR in your department.
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GDPR at Spiru Haret University

In Confidentiality section you will find SPIRU HARET University's commitment to the protection of 
personal data and the right to privacy
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GDPR at Spiru Haret University

Confidentiality

The rules applicable within the SPIRU HARET University, when collecting or processing personal data, are based on 
the following principles: 

• Transparency in the process of collecting and processing your personal data. The University will tell you, on 
request, what   personal data are collected, why they are collected and how they are used;

• Legitimacy - The university collects and processes your personal data only for the purposes described in this policy 
and in accordance with the legal provisions.

• Relevance and accuracy of data is ensured by collecting and processing responsibly only those personal data 
required for the preparation of its own records, for the development of didactic and support processes for the 
performance of the service tasks. All reasonable measures will be taken to ensure that the personal data we hold is 
accurate and up-to-date;
The retention of personal data will be made during the processing period, in accordance with the law. After the 
expiration of the legal term, personal data, which is no longer required, will be destroyed, in compliance with the 
legal provisions;
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GDPR at Spiru Haret University

Confidentiality
The rules applicable within the Spiru Haret University, when collecting or processing personal data, are based on 
the following principles: 

Right of access to personal data - you can access, rectify, modify, correct or delete your personal data. You can also 
oppose the use of your personal data, especially to avoid receiving sales and marketing information. Details of how 
you can request these things can be found on our website at: gdpr.spiruharet.ro section "Access and Modification";

The privacy and security of your data is ensured by adopting reasonable technical and organizational measures to 
protect your personal data against accidental or unlawful alteration, accidental or unlawful loss, use, disclosure or 
unauthorized access;

Your personal data is transferred to other entities for educational purposes only (for example, the Blackboard 
platform, Single Matriculation Register), to institutions with supervision and control over the university (eg Ministry 
of National Education or Healthcare, etc.), to third parties for processing bank card payments, service providers 
essential to the operation of the university for the purpose of fulfilling legal obligations or providing the best 
educational services. We will take appropriate steps to guarantee the security of your data when we share or 
transfer such data.
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GDPR at Spiru Haret University

Confidentiality

Types of personal data collected can include:

• contact details (e.g., surname, first name, phone number, e-mail);

• personal data (e.g. date of birth, nationality, medical conditions, etc.);

• data on the children of university employees (for example, first name, and CNP), which can only be provided by an adult;

• bank card number (to make payments by bank card or to pay / refund of fees / due amounts);

• answers to questions / comments when filling out questionnaires to improve the learning environment.

Spiru Haret University may collect sensitive data, such as race data, political opinions, religious and philosophical beliefs,
membership of non-profit organizations, or other similar data for research purposes only. Depending on the applicable
law, other data that might be considered sensitive (such as ethnicity, bank card number or labor market status, etc.) may
be collected to meet legal requirements or provide you with educational services tailored to your needs . In this case,
depending on the laws in force, your prior consent may be required for collecting such sensitive data.

 
TN1302: BESTPRAC 

 



GDPR at Spiru Haret University

Confidentiality

How will we use your personal information?

We collect your personal data for:

• the fulfillment of our legal obligations imposed by education and / or labor law;

• compilation of its own records, management of teaching and staffing activities in accordance with accounting standards;

• drafting a study contract with the university, managing access to learning resources (e-learning platform, site, libraries,
bookshops, etc.);

• to improve the educational services offered, to promote support services and to gain a better understanding of your
requirements and desires;

• adapting our program and the services available to better meet your requirements;

• personalizing the educational offer, informing about special offers and any new services created by the university;
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GDPR at Spiru Haret University

Confidentiality

How will we use your personal information?

We collect your personal data for:

• managing our relationship with students before, during and after the completion of studies, for forwarding targeted
communications, anticipating future activities, and conducting reports, surveys of satisfaction, taking into account the
right to object;

• improving the services of the university, in particular: conducting inquiries and analysis based on questionnaires and
student comments, handling complaints, giving you the benefits of being a member of the academic community;

• research activities;

• compliance with legislation (e.g. storage of accounting documents).

For any questions regarding the principles of data protection by SPIRU HARET University, please contact us at
bb@spiruharet.ro.
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Thank you!

Cătălin Marius Radu

Research Consultant

Spiru Haret University-Central Research Institute

Bucharest, Romania

catalin.r_cercetare@spiruharet.ro

https://www.spiruharet.ro/en/

http://cercetare.spiruharet.ro/en/index.php
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